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Abstract— Cloud computing has been a revolutionary 

advancement towards the technological development of 

information technology. Further, big data took the benefits of 

cloud services in order to provide better storing, handling and 

extracting data of different kinds (structured, semi-structured 

and unstructured). Apache spark is a lightning fast cluster 

which has enhanced the computing capabilities of Hadoop by 

providing faster results. In this paper we also discuss about the 

encrypted cloud data and propose a secure and privacy 

preserving algorithm for the same.  

Encrypted cloud data contains a secure mechanism to secure 

the actions happening in the cloud server. The Data Owner 

uploads the data into the cloud, whereas the Data User searches 

for the required file and then asks for the permission to 

download it from the Data Owner. The Data Owner and Data 

User both have their own secret key which helps them to 

authenticate themselves. 

 
Index Terms— Cloud, Big Data, Hadoop, Spark, Encrypted 

cloud data. 

I. INTRODUCTION 

  The rise of cloud computing and cloud data stores has been a 

precursor and facilitator to the emergence of big data.
 [1]

Cloud 

computing is the commodification of computing time and data 

storage by means of standardized technologies. Before the 

cloud era, these tasks were expensive, technically challenging 

and possible to only a few.
[2]

 Cloud computing refers to the 

use of a scalable public computer network to perform 

computing tasks. E.g., Amazon Web services, Azure, Google 

Cloud.
[3]

Whereas big data deals with how to organize those 

data which are abundant in size and label them into different 

kinds such as structured, semi-structured or unstructured. Big 

data also includes the technologies involved in performing 

these tasks. It is a new paradigm of collecting, storing, 

handling and extracting meaning from different kinds of 

data.
[4]

Big data is the science of analysing high volumes of 

diverse data in near-real time (volume, velocity, variety). 

Typically it involves using NoSQL technology and a 

distributed architecture to analyse the data.
[5]

 The analysis can 

be done in the public cloud or on private infrastructure.  

Cloud computing employs visualization of computing 

resources to run numerous standardized virtual servers on the 

same physical machine.
[6]

 Cloud providers achieve with this 

economies of scale, which permit low prices and billing based 

on small time intervals, e.g. hourly.
[7] 

This standardization makes it an elastic and highly available 

option for computing needs. The availability is not obtained  

 
 

 

by spending resources to guarantee reliability of a single 

instance but by their inter-changeability
[8]

 and a limitless pool 

of replacements. This impacts design decisions and requires 

dealing with instance failure gracefully. 

Cloud Big Data Challenges: 

Vertical scaling achieves elasticity by adding additional 

instances with each of them serving a part of the demand. 

Software like Hadoop are specifically designed as distributed 

systems to take advantage of vertical scaling. They process 

small independent tasks in massive parallel scale.
[9]

 

Distributed systems can also serve as data stores like NoSQL 

databases, e.g. Cassandra or HBase, or filesystems like 

Hadoop‟s HDFS. Alternatives like Storm provide 

coordinated stream data processes in near real-time through a 

cluster of machines with complex workflows. 

The inter-changeability of the resources together with 

distributed software design absorbs failure and equivalently 

scaling of virtual computing instances unperturbed. Spiking 

or bursting demands can be accommodated just as well as 

personalities or continued growth. 

Renting practically unlimited resources for short periods 

allows one-off or periodical projects at a modest expense. 

Data mining and web crawling are great examples.
[10]

 It is 

conceivable to crawl huge web sites with millions of pages in 

days or hours for a few hundred dollars or less. Inexpensive 

tiny virtual instances with minimal CPU resources are ideal 

for this purpose since the majority of crawling the web is 

spent waiting for IO resources. Instantiating thousands of 

these machines to achieve millions of requests per day is easy 

and often costs less than a fraction of a cent per instance hour. 

Of course, such mining operations should be mindful of the 

resources of the web sites or application interfaces they mine, 

respect their terms, and not impede their service.
[11]

 A poorly 

planned data mining operation is equivalent to a denial of 

service attack. Lastly, cloud computing is naturally a good fit 

for storing and processing the big data accumulated form such 

operations. 

 

II. HADOOP IN CLOUD: 

With its unlimited scale and on-demand access to compute 

and storage capacity, cloud computing is the perfect match for 

big data processing.
[12]

 Hadoop is an open-source Cloud 

computing environment that implements the Google 

MapReduce framework in Java. Hadoop is created and 

maintained by the Apache project. MapReduce makes it very 

easy to process and generate large data sets on the cloud. 

Using MapReduce, you can divide the work to be performed 
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in to smaller chunks, where multiple chunks can be processed 

concurrently.
[13]

 You can then combine the results to obtain 

the final result. MapReduce enables one to exploit the 

massive parallelism provided by the cloud and provides a 

simple interface to a very complex and distributed computing 

infrastructure. If you can model your problem as 

a MapReduce problem, then you can take advantage of the 

Cloud computing environment provided by Hadoop.
[14]

 

Hadoop enables the development of reliable, scalable, 

efficient, economical and distributed computing using very 

simple Java interfaces - massive parallel code without the 

pain. Hadoop includes a distributed file system, HDFS and a 

system for provisioning virtual Hadoop clusters over a large 

physical cluster called Hadoop On Demand (HOD). 

2.1 Hadoop architecture: 

 

 
Fig. 2.1. Hadoop Architecture 

 

2.2 Spark and Hadoop belong together: 

As data science has matured over the past few years, so has 

the need for a different approach to data and its “bigness.” 

There are business applications where Hadoop outperforms 

the newcomer Spark, but Spark has its place in the big data 

space because of its speed and its ease of use.
[15]

 This analysis 

examines a common set of attributes for each platform 

including performance, fault tolerance, cost, ease of use, data 

processing, compatibility, and security.
[16]

 

The most important thing to remember about Hadoop and 

Spark is that their use is not an either-or scenario because they 

are not mutually exclusive. Nor is one necessarily a drop-in 

replacement for the other.
[17]

 The two are compatible with 

each other and that makes their pairing an extremely powerful 

solution for a variety of big data applications. 

Fig. 2.2 Comparison between Hadoop and Spark runtime. 

In the above graph we see that the Hadoop cluster takes a 

longer running time compared to spark for several numbers of 

iterations. Spark is 100 times faster than Hadoop in 

processing and computing data. 

III. CLOUD COMPUTING SECURITY: 

Cloud computing security or cloud security refers to a broad 

set of policies, technologies, and controls deployed to protect 

data, applications, and the associated infrastructure of cloud 

computing. It is a sub-domain of computer security, network 

security, and, more broadly, information security.
[19]

 

In order to conserve resources, cut costs, and maintain 

efficiency, Cloud Service Providers often store more than one 

customer's data on the same server. As a result, there is a 

chance that one user's private data can be viewed by other 

users (possibly even competitors).
[18]

 To handle such sensitive 

situations, cloud service providers should ensure proper data 

isolation and logical storage segregation.  

Cloud encryption: 

Cloud encryption is the transformation of a cloud service 

customer's data into ciphertext. Cloud encryption is almost 

identical to in-house encryption with one important difference 

-- the cloud customer must take time to learn about the 

provider's policies and procedures for encryption 

and encryption key management. The cloud encryption 

capabilities of the service provider need to match the level of 

sensitivity of the data being hosted.
[20]

 

Because encryption consumes more processor overhead, 

many cloud providers will only offer basic encryption on a 

few database fields, such as passwords and account 

numbers.
[21]

 At this point in time, having the provider encrypt 

a customer's entire database can become so expensive that it 

may make more sense to store the data in-house or encrypt the 

data before sending it to the cloud.
[22]

 To keep costs low, some 

cloud providers have been offering alternatives to encryption 

that don‟t require as much processing power. 
[23]

 

Cloud application users have choices when it comes to the 

strength of their encryption solutions, and standards have 

emerged across jurisdictions and industries to provide 

consistency and a level of assurance.
[24]

 Many commercial 

businesses now follow it because of its maturity and strong 

level of encryption. 

In the past, many businesses felt comfortable allowing the 

cloud provider to manage encryption keys, believing that 

security risks could be managed through contracts, controls 

and audits.[25 

IV. .STRUCTURE OF ENCRYPTED CLOUD DATA: 

Cloud computing is the long dreamed vision of computing as 

a utility, where cloud customers can remotely store their data 

into the cloud so as to enjoy the on-demand high-quality 

applications and services from a shared pool of configurable 

computing resources [2], [3]. Its great flexibility and 

economic savings are motivating both individuals and 

enterprises to outsource their local complex data management 

system into the cloud. To protect data privacy and combat 

unsolicited accesses in the cloud and beyond, sensitive data, 

https://en.wikipedia.org/wiki/Cloud_computing
https://en.wikipedia.org/wiki/Cloud_computing
https://en.wikipedia.org/wiki/Computer_security
https://en.wikipedia.org/wiki/Network_security
https://en.wikipedia.org/wiki/Network_security
https://en.wikipedia.org/wiki/Information_security
https://en.wikipedia.org/wiki/Isolation_(database_systems)
https://en.wikipedia.org/wiki/Isolation_(database_systems)
http://searchcio-midmarket.techtarget.com/definition/ciphertext
http://searchdatabackup.techtarget.com/definition/encryption-key-management
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for example, e-mails, personal health records, photo albums, 

tax documents, financial transactions, and so on, may have to 

be encrypted by data owners before outsourcing to the 

commercial public cloud [4]; this, however, obsoletes the 

traditional data utilization service based on plaintext keyword 

search.[5] Thus, exploring privacy preserving and effective 

search service over encrypted cloud data is of paramount 

importance. Considering the potentially large number of 

on-demand data users and huge amount of outsourced data 

documents in the cloud, this problem is particularly 

challenging as it isextremely difficult. [6] 

 

4.1 Architecture of an encrypted cloud 

 
4.1 Architecture of an encrypted cloud 

 

Data owners are a collection of documents and files which are 

uploaded or modified in the cloud server. 

Data users are the authorized persons to access the data 

uploaded by Data owners into the cloud. 

Cloud server stores the data uploaded by the Data owner and 

computes the search request given by the Data user to give the 

desired result. 

 

4.2 Proposed algorithm for better encrypted security in 

cloud environment: 

Let us consider that there are „n‟ data owners and „m‟ data 

users. The data owners are responsible for uploading the data 

into the cloud specifying their category, whereas the data 

users search for the required data and select the best ranked 

one. We provide an algorithm for following the whole 

process: 

Step 1: Data user and Data owner registers into the cloud. 

They both are provided with a secret key which has to be used 

everytime they login in order to authenticate the actions. 

Step 2: The Data owner uploads the data into the cloud 

specifying its category. This helps the user to provide 

category wise search. 

Step 3: The Data user searches for the required data and if 

found requests the data owner to approve the download. The 

search result is given in a ranked fashion which is decided by 

the number of times the file has been downloaded. 

Step 4: the Data owner accepts or rejects the request of the 

user.  

Step 5:If the request is approved then the Data user can 

download the data.   

The steps mentioned above help in providing secure and 

privacy preserving access to the data by the data users and ask 

permission of download from the data owner. The user 

searches for the data in the required category and receives the 

result in a ranked fashion in descending order based on the 

number of times it has been downloaded. This helps the user 

to provide an advanced search and helps them to get related 

files based on the keyword of the search.   

V. CONCLUSION: 

In this paper, we have discussed thoroughly about the cloud 

environment and big data influence on in. Big data and 

Hadoop have just been using the services of cloud in the 

optimal way and provided a better way of storing, accessing 

and computing  data of any kind (structured, semi-structured, 

unstructured). Though Hadoop was an advanced and fast way 

to perform operations on data of huge amount, Apache Spark 

took over the MapReduce as it was 100 times faster than 

MapReduce. We used a graph to explain the computational 

time difference between the both. Cloud computing security 

has always been a concern since cloud services are widely 

used and thus result in vary fraud and security breaching. To 

avoid this we have discussed about the architecture of the 

encrypted cloud data. Further we proposed an algorithm 

which explains the working of the structure of encrypted 

cloud data. This will help to secure the privacy of data 

uploaded by the Data owner. In our future works we would be 

working on various algorithms which can provide better 

security in cloud environment. 
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