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Abstract— A mobile ad-hoc network (MANET) is a major 

next generation wireless technology. Dynamically and 

arbitrarily located nodes communicate to each other to form a 

Mobile Ad-hoc Network. MANET is more susceptible to various 

types of attack than wired network. Black hole attack is more 

severe threat to MANET than any other attack. Prevention of 

Black hole attack is done by finding the malicious node before 

any harm can be done. Different techniques are proposed to 

prevent this type of attack. In this paper we proposed INRD 

techniques are studied with their advantages and disadvantages. 

 
Index Terms— AODV, MANET, RREQ, RREP.  

 

I. INTRODUCTION 

  A Mobile Ad hoc networks (MANET) are considered as 

promising communication networks in situations where rapid 

deployment and self-configuration is essential. In ad hoc 

networks, nodes are allowed to communicate with each other 

without any existing infrastructure. Typically every node 

should also play the role of a router and a host. This kind of 

networking can be applied to scenarios like conference room, 

disaster management, battle field communication and places 

where deployment of infrastructure is either difficult or 

costly. 
Mobile Ad-hoc Network (MANET) is a self-configuring 

network of wireless and hence mobile devices that constitute a 

network capable of dynamically changing topology. The 

network nodes in a MANET, not only act as the ordinary 

network nodes but also as the routers for other peer devices 

[9]. The nodes themselves are responsible for creation, 

operation and maintenance of the network. Each node in the 

MANET is equipped with a wireless transmitter and receiver, 

with the aid of which it communicates with the other nodes in 

its wireless vicinity. The nodes which are not in wireless 

vicinity, communicate with each other hop by hop following a 

set of rules (routing protocol) for the hopping sequence to be 

followed [10].There is no centralized gateway device to 

monitor the traffic within network. Since the medium is open 

for all nodes, both legitimate and malicious nodes can access 

it. Moreover, there is no clear separation between normal and 

unusual activities in mobile environment (false routing) can 

come from a compromised node or a legitimate node that has 

outdated information. [2]                     
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Fig1:  Mobile Ad hoc Network [8] 

II. BLACK HOLE ATTACK 

Many routing threats also faces in Manets like black hole 

attack, wormhole attack, gray hole attack etc [12]. Black hole 

attack is considered as popular attack which belongs to DOS 

attack [11]. Black hole attack is defined in which malicious 

node provide fake path during routing process. When sender 

node sends the data packets to destination node, malicious 

node act as genuine node & broadcast fresh path to 

destination which interrupt the communication process 

because sender node sends all data packets to malicious node, 

so that malicious node take that packets sends other nodes not 

to destination node.[1][2] 

Black hole attack is a routing layer attack in which data is 

revolves from other node. The transmission of packets on 

multiple nodes and dropping of packets is mostly occurring 

on routing layer. Routing protocol is besieged by the attack. 

Black hole attack has a great influence on virtual mesh 

network. The busy DOS attack is black hole attack. Black 

hole attack is difficult to detect; it is mostly found in 

temporary networks like virtual/wireless mesh networks. 

Black hole attack will cause powerful effect to the 

performance of mesh networks. In black hole attack, the 

sender node receive reply message from fault node and make 

smallest way to receiver node. Fault node sends reply 

message after authorized node to sender node which is then 

confused in two replies. On that way, fault node become 

sender node and whole data received by it. In this, the data 

packets fully dropped by sender node.[14]  
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 Fig.2 Black hole attack in Mobile ad-    hoc network [12] 

 

In Figure 2, the sender node S sends large amount of RREQ 

(route request) message to every nearby nodes. When RREQ 

message is received by fault node, then it sends RREP (route 

reply) message to sender node which is non-real and also 

shows the shortest way to reach to receiver node. Then the 

sender node accepts the reply message from non-real node 

which is called fault node and transfers the packets. This 

attack is known as black hole attack. Further, in black hole 

attack, a fault node accepted by sender node becomes a 

malicious node and all the data packets are dropped. This is 

also known as sleep deprivation attack.[13] 

 

III. COOPERATIVE BLACK HOLE ATTACK 

In Co-operative Black hole attack, more than one node 

combined mutually and act as Fake node is called as 

Cooperative Black hole attack [15]. This will affect the 

network performance than the Single Black hole attack. The 

Co-operative Black hole attack is shown in Fig.3.  

Node S in figure 3 wants to communicate with the destination 

node D.  The source node S broadcasts the Route Request 

(RREQ) packet.  Each  neighboring  active  node  updates  its  

routing table  with  an  entry  for  the  source  node S, and  

checks  if  it  is the destination node or whether it has the 

current route to the destination  node. f  an  intermediate  node  

does  not have  the current  route  to  the  destination  node,  it  

updates  the  RREQ packet  by  increasing  the  hop  count.[15]  

 

 
Fig3: Cooperative Black Hole Attack [17] 

 

The network is flooded  with  the  RREQ  to  the  destination  

node D until  it  reaches node D or  any  other  intermediate  

node  that  has  the  current route to D, as depicted in Figure 4. 

 

 
            

        Fig4: Propagation of RREP messages [18] 

 

The destination node D or any intermediate node that has the 

Current route to D, initiates a Route Reply (RREP) in the 

reverse direction, as depicted in Figure 4. Node S starts 

sending data packets  to  the  neighboring  node  that 

responded  first,  and discards  the  other  responses.  This 

works fine when the network has no malicious nodes. 

However, the security threat arising  out  of  the  situation  

where  multiple  black hole  nodes act  in  coordination  has  

not  been  addressed.  For example, when multiple black hole 

nodes are acting in coordination with each other, the first 

black hole node B1 refers to one of its partners B2.  The   

source   node   sends   a Further Request (FRq) to B2 through 

a different route other than via B1. Node S asks B2 if it has a 

route to node B1 and a route to destination node D.  Because 

B2 is cooperating with B1 its Further Reply (FRp) will be 

“yes” to both the questions. The destination node D or any 

intermediate node that has the current route to D, initiates a 

Route Reply (RREP) in the reverse direction, as depicted in 

Fig.4(b). Node S starts sending data packets to the 

neighbouring node that responded first, and discards the other 

responses. Thus, the packets are intercepted and then dropped 

by node B1.[16] 

 

IV. RELATED WORK 

Debarati Roy Choudhurya, et al [1] attempt to analyze the 

MANET‟s routing protocol and improve the security of viz. 

the Ad hoc On Demand Distance Vector (AODV) routing 

protocol. We propose modifications to the AODV protocol 

used in MANET an algorithm to reduce the Black hole attack 

on the routing protocols in MANETs. Wait time and Request 

Reply Tab table created to counter the Black hole attacks and 

the AODV protocol. 

M.Sc.Ali Abdulrahman Mahmood, et al [2] proposed security 

technique to detect & isolate the malicious node which drops 

the data packets & disturbed the correct operation of the 

AODV routing protocol that cause black hole attack in the 

Manets. A proposed method used to find the secured routes by 

identifying the nodes with their sequence number, maintain 

the trust value for each node which helpful for prevents the 

black hole attack nodes in the Manets. 

Tarek M.Mahmoud, et al [3] proposed Intrusion Avoidance 

system(IASAODV) can be considered as modification of the 

AODV protocol which can be used to detect & avoid the 

black hole attack in Manets. Using this proposed protocol as 
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compared to AODV protocol gives better improvement in 

packet delivery ratio(PDR), throughput and Normalized 

routing load (NRL) in the case of existing black hole attack. 

Hitender Gupta, et al [4] introduced mechanism named RIP 

(restricted IP‟s) to detect and remove mainly two types of 

malicious nodes (black/gray hole) in ad-hoc network. 

Swati Pokhariya, et al [5] proposed algorithm namely 

shielding algorithm which uses the shielding backbone node 

(SBBN) for detection and elimination of black hole/gray hole 

attack in Manets. Algorithm eliminates only the malicious 

nodes from the network which down the performances of 

network and gives better results. 

Dilraj Singh, et al [6] proposed protocol Enhanced secure 

trusted (ESTA) AODV which is extension of broadly used 

reactive protocols used for prevention of black hole attack in 

Manets. The proposed protocol provides multiple path 

approach which means provides multiple paths are used for 

data communication. This multiple path approach combined 

with the use of trust to eliminate the corrupt paths. 

Azza Mohammed et al [7] proposed a CROSSAODV method 

which is based on two process such as verification and 

validation for detection & removal of malicious node that 

cause black hole attack in AODV protocol. The verification 

process uses the RTS/CTS from which contains information 

about the requested path during the route discovery. The 

validation process consists of requesting the same 

information and comparing the requested routing information 

with the result of verification phase. 

Alfy Augustine, et al [8] designed a watchdog mechanism 

basis of different intrusion detection system (IDS) to detect 

black hole node present in the network and generates an alarm 

message across the network. So that reception of the packet by 

the receiver is verified by sending an acknowledge packet 

back to source node. 

 

V. PROPOSED ALGORITHM 

In this system a heuristic Steadfastness technique  will  avoid 

multiple black holes acting in the group. The Technique is 

used to identify multiple black holes cooperating with each 

other and a solution to discover a safe route avoiding 

cooperative black hole attack. Our solution assumes that 

nodes are already authenticated and hence participate in 

communication. Assuming this condition, the black hole 

attack is discussed the approach is to Remove the 

Cooperative Black hole attack by the use of  „heuristic 

Steadfastness‟   where each participating node will be 

assigned a Steadfastness level that will be used to measure the 

of reliability of that node. In case the level of any node drops 

to 0, it is considered to be a malicious node, termed as a 

„Black hole‟ and it is alerted by the node to its upstream and 

downstream neighbor node in each of the received RREP the 

Steadfastness   level of the neighbor node, and each of its 

Next available hop‟s level are checked. If two or more routes 

seem to have the same Steadfastness level, then select the one 

with the least hop count; else, select the one with highest 

level.  

 

Following are the steps of proposed algorithm: 

 

Step 1: Generate Manet scenario using NS2 simulator 

Step 2: Start with some initial elements like number of     

nodes, neighbor node, malicious node and an  intelligent node 

 
Step 3: In this step, the initialization is done. The system is 

initialized  with n number of nodes.  

Step 4: Implementation of  HST (Heuristic Steadfastness 

Technique)    
 
Step 5: initially Start HST algorithm for finding malicious 

node in this process malicious node is detected 
Step 6: In HST the malicious node detected will be isolated 

from network and information regarding malicious node is 

broadcasted in the network 

Step 7: Then finally With HST Algorithm the secure network 

free from black hole will be formed 

Step 8: This process continuation until the black hole is 

removed from network 

 
The given flow chart explains the working of Heuristic 

Steadfastness Technique. It shows the working of proposed 

algorithm.  

 
 

Fig.5 The Working Flowchart for proposed   technique 

 

VI. CONCLUSION  

 
In  this  paper,  routing  security  issues  in  MANETs  are  

discussed  in  general,  and  in  particular  the  cooperative  

blackhole  attack  has  been  described  in  detail.  A  security  

protocol has been proposed that can be utilized to identify 

multiple   blackhole   nodes   in   a   MANET   and   thereby   

identify  a  secure  routing  path  from  a  source  node  to  a  

destination   node   avoiding   the   blackhole   nodes.   The   

proposed  scheme  has  been  evaluated  by  implementing  it  

in the network, shows the  effectiveness  of  the  mechanism. 

The solution is implemented on 50 nodes. 
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VII. FUTURE WORK  

 

As  a  future  scope  of  work,  the  proposed  security  

mechanism  may  be  extended  so  that  it  can  defend  against  

other  attacks  like  resource  consumption attack and packet 

dropping attack. Adapting the  protocol  for  efficiently  

defending  against  grayhole attack-  an  attack False  positives  

occur  when  the  our  proposed  mechanism  reports that a 

node is misbehaving when in fact it is not. We plan to study 

the impact of this on throughput.  where  some  nodes  switch  

their  states  from  blackhole  to  honest  intermittently  and  

vice  versa,  is  also an interesting future work. 
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