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algorithms. Cryptography is a method in which we can
make the data secure by encrypting it and again retrieve
the data back by decrypting it. Cryptography is a process
consisting of three main parameters. Plaintext - the data to
be encrypted. Cipher text -the encoded information by
using key. The third parameter is the key. This is the
unique pattern which is used for encrypting the plaintext to
convert it to cipher text. Encryption and decryption
algorithms provide various ways to secure the data. These
algorithms can be broadly classified as symmetric key
cryptography and asymmetric key cryptography algorithms.
Security of data can vary depending on the cryptographic
algorithm used. Symmetric key cryptography uses same
key for encryption and decryption of data. Asymmetric key
cryptography uses two key, private and public key for
encryption and decryption. Symmetric key cryptography is
comparatively efficient than asymmetric key cryptography.
Also it is less complex. Algorithms like AES, DES, RC2
and BLOWFISH are symmetric key cryptography
algorithms. The BLOWFISH algorithm uses block cipher.
This algorithm provides better performance compared to
AES and DES algorithm on FPGA. And up till now there
has been no major attacks reported like side channel attack,
which affect the system performance vitally.

Abstract— Data acquisition is an important parameter for
various electronic systems. Technology is advancing towards
new techniques which can provide more accurate data
acquisition system designs with less complexity. The precise
and accurate acquisition of data will provide accurate result.
A method to acquire data with minimum loss of information
is a priority for electronic designers. As for current scenario
not only precise acquisition of information but its
confidentiality is of importance. The security of information
is also a major aspect of designers. Various fields like
military, defense and industrial companies maintains security
of information as there priority. Cryptography has been a
field of interest from decades for designers. It has led to
exploration of various methods in which data can be made
secure from hackers and unauthorised users. A literature
survey on data acquisition system with security of
information as its main parameter is presented in this paper.
To achieve more accurate results of data acquisition with less
complexity of system design FPGA platform is considered. So
an analysis on data acquisition scheme based on FPGA and
encryption algorithm is carried out in this paper.
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I. INTRODUCTION
Data acquisition involves sensing, gathering, sampling
and storage of data. In data acquisition the analog signals
from surroundings are sampled and converted to digital
signals which can be stored and again retrieved and
converted back to analog signals for further analysis. The
main parameter of data acquisition system is to sample the
signal which after reconstruction will represent the original
signal accurately. The resolution of the signal is also
another parameter to be considered. Platforms like
controllers and digital signal processors have been in use
for data acquisition system design. As new technologies
emerges in market various platform which are user friendly
and more reliability is being developed. FPGA is a
platform which provides accuracy with ease of design,
high speed and field programmability features. These
features help in designing data acquisition systems which
are efficient than tradition data acquisition system design.
FPGA provides high data storage capability compared to
microcontrollers. Recent trends have shown FPGA use has
increased because of these features in electronics system
designs.
Information acquired by data acquisition system can be
made secure by use of cryptography. Security of
information has been a major concern of various
applications. Security of information has been of interest
for designers and can be traced way back to decades when
technology was not matured enough. Ancient people used
simple substitution, permutation and combination of data
for making the data secure. As decades passed more
efficient and secure algorithms were designed and used for
making data secure. Cryptography provides security of
information by using various encryption and decryption

II. LITERATURE REVIEW
In [1] data acquisition is performed using FPGA and the
communication is done using TCP server.
Most
acquisition system relay on computer for storing and
querying data. The system presented in the paper provides
function similar to the computer based acquisition system
but has a degree of integrity and superior range.
In [2] PC based data acquisition for underwater sensor
array is proposed. Multiple analog input channels are a
major concern in underwater sensor array. Intel processor
based 96 channel data acquisition scheme using PC is
studied. As many channels are used the concerned problem
of multi analog channel has been minimized. The system
consist both of hardware and software components.
In [3] data acquisition system for nuclear imaging is
implemented based on FPGA. This paper shows that
implementation of DAC using FPGA which can provide a
low cost alternative for nuclear imaging. The complexity
of system is also reduced. The post processing is carried
out on PC which is connected through RS232. Spartan3E
kit was used.
In [4] data acquisition for telemetry is proposed.
Hardware description language is used for coding. Three
rank sequence methods are proposed which reduces the
complexity of the system. The circuit’s reliability was
increased remarkably because of use of FPGA and the
proposed three rank sequences. For developing telemetry
for missile the main factors were low power consumption
and small bulk. These factors were satisfied by the author
proposed method.
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In [5] data acquisition system design is proposed. The
acquisition system is designed using the inbuilt ADC on
the SPARTAN kit. External ADC is not used. Even by
using onboard ADC the resource used on FPGA was
reduced and noise of the system was minimized.
In [6] pipelined AES algorithm is implemented on
FPGA. Virtex5 kit is used for analysis. The dual port
BRAM, DSP blocks on Virtex5 is used. The use of BRAM
and DSP blocks ensures minimization of usage of registers
and lookup tables. Thus a new way of performing
encryption and decryption using these blocks and
increasing the performance is the main idea of the author.
In [7] Fast Fourier Transform is used. The use of FFT
has made the acquisition process more accurate. The signal
is divided into frequency slots and the processing of signal
is done in frequency domain. The complexity of system
reduces by using FFT. FPGA family used is SPARTAN.
In [8] multi channel data acquisition is considered. The
author concluded that by using multi channel the
complexity can be reduced and speed of system can be
increased. A parallel approach is suggested by author and
analog signals up to 32 channels can be acquired and
processed 32 channel analog signal data is acquired.
In [9] the parameters considered are minimization of
noise and accurate data acquisition. This system consumes
less power. As the speed of system is also important for
measuring the performance of a system the data collection
and data detection time is analysed for various
environmental conditions.
In [10] various cryptographic algorithms are analysed.
These algorithms are highly efficient in securing the data
in communication medium. The asymmetric key
cryptographic algorithms provide non-repudiation.
Symmetric key cryptographic algorithms are simple to
implement and are used in many application.
In [11] analytical analysis of symmetric key
cryptographic algorithms is presented. Symmetric
algorithm likes AES, DES, BLOWFISH and various newly
proposed algorithms are also studied. This shows that
considering parameters like authenticity, integrity and
security symmetric key algorithms are efficient in software.
AES is efficient in software and hardware. AES is widely
used in many applications.
In [12] FPGA based lightweight cryptographic function
are implemented using various methodologies. The
analysis show that full hardware acceleration gives
reasonable performance compared to other methodology.
The other methodology considered for comparison were
software based design methodology and software/hardware
co-design.
I. COMPARISON OF DATA ACQUISITION SYSTEMS

L

Data
acquisition
and analysis
system on
FPGA
Data
acquisition
for Gamma
ray detection
on FPGA

VHD
L,
MAT
LAB

DAS design
on FPGA

VHD
L

Multichannel
data
acquisition
on FPGA
Multi channel
with noise
reduction

VHD
L

MAT
LAB

VHD
L

domain
analysi
s
FFT for
compre
ssion of
output
data
Pulse
height
estimati
on
method
,
digitiza
tion of
anode
signals
3 Rank
sequen
ce
Parallel
data
acquisit
ion
Averag
e filter

Low
frequency
radio
observatio
ns
Nuclear
imaging

Accuracy

Telemetry
and
Telecontro
l system
Defense

H/W Bulk
reduces

Wireless
communic
ation

Speed
increased
and
Denoising

Low cost
compared
to
traditional
method ,re
duced
complexit
y

Speed of
acquisition
increased

In [13] VHDL is use for coding Blowfish algorithm.
The encryption and decryption scheme of blowfish
algorithm is implemented on hardware. As FPGA is used
the system becomes more hardware specific. The FPGA
implementation of blowfish algorithm is preferred for high
speed application.
In [14] encryption algorithm analysed is blowfish
algorithm. The author compared AES and Blowfish
algorithm for implementing text data encryption. Blowfish
algorithm was more efficient. This algorithm can be used
for SMS and text encryption and provides security. As for
SMS the power consumption is an important factor
implementation of Blowfish algorithm on FPGA platform
with less battery usage was main factor considered.
In [15] AES algorithm is implemented on FPGA. The
paper showed that the performance was increased and
power consumed per block was decreased by
implementing algorithm on FPGA platform.
In [16] implementation of AES algorithm using dual
key is analysed. In this method dynamic allocation of
resources is used instead of static lookup table. This led to
decrease in the attacks like cryptanalysis. Author proposed
less complex algorithm which reduced the computational
overhead in system design.
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II. COMPARISON OF ENCRYPTION ALGORITHMS [18]
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2.

FPGA based data acquisition system consumes less
power and the accuracy provided by these systems
is high.
3. Cryptographic algorithms on FPGA increases the
speed of encryption compared to implementation of
algorithm on software platform.
4. The security of data is better by implementing
cryptographic algorithm on FPGA.
The future scope can be a data acquisition system design
which can provide security also, for applications which
required confidentiality can be implemented. The accuracy
can be increased to a high level by using FFT and parallel
data acquisition approach. The main parameter for
maintaining confidentially of application is the security of
data. This can be provided by integrating the
implementation of cryptographic algorithm on FPGA. So a
FPGA based data acquisition system design which is
robust to attacks from unauthorized user can be
implemented. This will results in reduced cost and
complexity of design as FPGA is more cost effective and
user friendly. The analysis shows that algorithm like AES
and BLOWFISH can be used for such applications.

16

In [17] REA is considered. This algorithm has the
property of re-configurability. This helps to improve the
security of algorithm as the user can configure the
algorithm by varying number of rounds and key used in
algorithm. So the attack on this algorithm decreases. This
algorithm is not resistant to timing attacks.
In [18] study on comparison of various encryption
algorithms is shown. Table II shows the parameters of
various encryptions algorithm of this paper. This gives the
basic parameters used in encryption algorithms.
In [19] performance evaluation of various parameters
for DES and Blowfish algorithm is studied. The
parameters like encryption security, encryption speed and
power consumption were analysed. The power
consumption of both algorithms is almost same. The time
required for encryption in DES is more comparatively.
In [20] DES algorithm is studied which shows that it is
resistant to many DPA attacks practically. The goal was to
study the real time DPA attack effect on DES algorithm.
The DPA attack on FPGA is difficult because of the
decoupling capacitor. The FPGA board has to be broken
down physically before applying DPA. The decoupling
capacitors are a countermeasure which helps to improve
the security of DES algorithm.
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