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Abstract— Mobile ad hoc networks (MANETS) are highly
vulnerable as there is no presence of trusted centralized
authority and dynamic network topology. Due to such
characteristics of MANET various kind of attacks are possible.
Jellyfish (JF) is a new denial of service attack. The goal of
jellyfish node is to diminish the good put, which can be achieved
by dropping some of packets. In this paper we have proposed a
secure technique in TORA protocol using selective node
participation approach to diminish the impact of Jellyfish attack
in MANET. The selective node participation approach identifies
JF nodes during route creation and assigned it as an inactive and
selects a subset of nodes to participate as part of the network.

Index Terms— MANET, Jellyfish Attack, AODV, DSR,
TORA, TCP.

|.INTRODUCTION

MANET contains mobile nodes, communicating in a
multihop manner without any fixed infrastructure i.e, access
points. A malicious attacker can easily access this kind of
network because of the lack of strong defence mechanism and
high mobility of nodes. Compared to wired networks,
MANETS are more vulnerable to security attacks due to the
lack of a trusted centralized authority, lack of trust
relationships between mobile nodes, easy eavesdropping
because of shared wireless medium, dynamic network
topology, low bandwidth, and battery and memaory constraints
of mobile devices. Among all the research issues, security is
an essential requirement in MANET environments. Jellyfish
is a new denial of service attack that exploits the end to end
congestion control mechanism of TCP (Transmission Control
Protocol) which has a very devastating effect on the
throughput. The Jelly fish attacker nodes fully obeys protocol
rules, hence this attack is called as passive attack. Due to JF
attack, high end to end delay takes place in the network.

I1. JELLYFISH ATTACK

Jellyfish attacks work on MANETS that use protocols with
congestion control techniques, such as the Transmission
Control Protocol (TCP), in the transport layer. JF attacker
needs to intrude into forwarding group and then it delays data
packets unnecessarily for some amount of time before
forwarding them. Due to JF attack, high end to end delay takes
place in the network. So the performance of network (i.e.
throughput etc) decreases substantially. JellyFish attack is
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divided into three categories- JF Reorder Attack, JF Periodic
Dropping Attack, JF Delay Variance Attack.

A. Jellyfish Reorder Attack

In this attack JF nodes maliciously re-order packets. In this
attack, JF deliver all packets, yet after placing them in a
re-ordering buffer rather than a First In First Out (FIFO)
buffer. Consequently, we will show that such persistent
re-ordering of packets will result in near zero goodput, despite
having all transmitted packets delivered.This attack is
possible due to well known vulnerability of TCP. Jelly fish
attacker uses this vulnerability to record packets. This is
possible because of factors such as route changes or the use of
multipath routing.[4]

B. Jellyfish Periodic Dropping Attack

The JF Periodic dropping attacking nodes drop all packets for
a short duration (e.g., tens of ms) once per Retransmission
Time Out (RTO). Periodic dropping is possible because of
sarcastically chosen period by the mischievous node. This
kind of periodic dropping is possible at relay nodes. Suppose
that congestion losses force a node to drop a% of packets.
Now consider that the node drops a% of packets periodically
then TCPs throughput may be reduced to near zero even for
small values of a [4].These attacks exploit a weakness in TCP
which means that if packet losses occur periodically near the
RTO time-scale, then end-to-end throughput is almost
reduced to zero.

C. JF Delay Variance Attack

In this type of attack, the malicious node randomly delays
packet without changing the order of the packets [4] and then
it delays data packets for some amount of time before
forwarding. Due to JF delay variance attack, high end- to- end
delay takes place in the network and performance of the
network (i.e. throughput etc) becomes worse. High delay
variation can cause TCP to send traffic in bursts due to
"self-clocking," which leads to increase collisions and loss. It
also causes misestimations of available bandwidth. High
delay variation leads to an excessively high Retransmission
time out (RTO) value. Packets delayed by the JF attacker have
the potential to significantly reduce throughput of network.
Intruder (JellyFish) node waits for a variable amount of time
before forwarding each packet. They maintain FIFO order of
packets, but significantly increase delay variance.[3]

I1l. TEMPORALLY- ORDERED ROUTING ALGORITHM

TORA perform three operations such as Route Creation,
Route Maintenance and Route Erasure. The creating routes
operation is responsible for selecting proper heights for
routers and forming a directed sequence of links leading to the
destination in a previously undirected network.[9] The
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maintaining routes procedure is the operation that responds to
network topology changes. The operation of erasing routes is
used to set routers’ heights to NULL and set links to
undirected. It maintain [17] at least one route to destination in
the routing tables. The initiation of route searching happens
only when the source wants to send data packets to the
destination.[14]

Three packets are used to perform these operations:
e QUERY (QRY),
¢ UPDATE (UPD),
e CLEAR (CLR)

Initially to create a route, the node broadcasts a QUERY
packet to its neighbors. This QUERY is re-broadcasted
through the network until it reaches the destination or an
intermediate node that has a route to the destination. The
recipient of the QUERY packet then broadcasts the UPDATE
packet which lists its height with respect to the destination.
When this packet propagates in the network, each node that
receives the UPDATE packet sets its height to a value greater
than the height of the neighbor from which the UPDATE was
received. This has the effect of creating a series of directed
links from the original sender of the QUERY packet to the
node that initially generated the UPDATE packet. When a
node discovers that the route to a destination is no longer
valid, it will adjust its height so that it will be a local
maximum with respect to its neighbors and then transmits an
UPDATE packet. If the node has no neighbors of finite height
with respect to the destination, then the node will attempt to
discover a new route.[20]

As shown in fig.1, node 6 does not propagate QUERY from
node 5 as it has already seen and propagated QUERY
message from node 4 and the source may have received a
UPDATE each from node 2, it retains that height. When a
node detects a network partition, it will generate a CLEAR
packet that results in reset of routing over the ad hoc network.
The establishment of the route is based on the DAG
mechanism thus ensuring that all the routes are loop free.
Packets move from the source node having the highest height
to the destination node with the lowest height like top-down
approach.
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Figure.1 Route creation in TORA

IV. PROPOSED ALGORITHM

The proposed work is a technique that will optimize the
impact of Jellyfish attack in MANET by selective node
participation approach. This approach implements the
following features:

» A node status variable stored in nodes (with respect to a
particular destination) that states whether it participates as
part of the network.

« A probability active constant that determines the probability
that a node is assigned an active status.

The nodes are assigned either an active, inactive, or
unassigned status. All nodes are given an unassigned status
when they first boot up. During route creation, a node
propagates QRY packets when it requires a route to a
destination. When a node i receives a QRY packet, it
performs as follows:

1) If the QRY packet is processed as per normal flow, node
status is active.

2) If the QRY packet is delayed for 0 to 10 sec, node status is
inactive.

3) If node status is unassigned and one of its neighbor is the
destination or source, node status is set as active and the QRY
packet broadcast.

4) If node status is unassigned and none of its neighbor is the
destination or source, node status is randomly set as active or
inactive according to probability active and the QRY packet
is broadcast if the node status assigned is active.

The flooding of QRY packets sets node status in all nodes to
either active or inactive. This reduces the QRY packets
propagated compared to original TORA since nodes assigned
an inactive status no longer propagate QRY packets. The
optimal value for probability active is dependent on the node
density and mobility of the network. A high probability active
value makes it perform like original TORA while a low value
creates unnecessary network partitions.

Fig. 2(b) gives an example of how a network is initialized
using the selective node participation approach in the
presence of JF attack. The initially uninitialized network
where node 1 requires a route to node 20. After route creation
using the selective node participation approach, we obtain an
initialized network (Fig 1(b)) where the nodes assigned a
node status of active (yellow) participate as part of the
network. JF Nodes that are assigned a node status of inactive
(maroon) do not participate thus reducing impact of Jellyfish
Attack. At the same time, there still exists multiple routes
from node 1 to 20.
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Figure.2 (a) The initially uninitialized network where node 1
requires a route to node 20.

Figure. 2(b) Using Selective Node Participation Approach, JF
nodes are assigned a node status of inactive do not participate
in routing thus reducing the impact of JF attack. At the same
time, there still exists multiple routes from node 1 to 20.

V. PERFORMANCE METRICS
A. Packet Delivery Ratio (PDR)

PDR is the ratio of data packets delivered to the destination to
those generated by the sources.[1] It is calculated as follow:

Number of Packets Recieved

PDE = = 100

Number of Packets Sent (1)

B. Throughput (TP)
Average TP is the number of bytes received successfully [1]
and it is calculated as follow:

TP = Number of Eytes Received = 8 » Simulation Time = 1000kbps

)
C. End-to-End Delay (e2e delay)

Average e2e delay is the average time of the data packet to be
successfully transmitted across the network from source to
destination. It includes all possible delays such as buffering
during the route discovery latency, queuing at the interface
queue, retransmission delay at the MAC, the propagation, and
the transfer time [1]. The average e2e delay is computed as
follow:

eZe delay = X%, (Ri— Si)/n ©)
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Where n is the number of data packets successfully
transmitted over the network, i is the unique packet identifier,
Ri is the time at which a packet with a unique identifier i is
received and Si is the time at which a packet with a unique
identifier i is sent.

VI. SIMULATIONS AND RESULTS

The simulations were performed using Network Simulator 2
(Ns-2), particularly popular in the ad hoc networking
community. Ns-2 is a discrete event simulator that allows for
the modelling of a variety of protocols over wired, wireless
and satellite networks. The mobility model used is Random
Way point Model. The traffic sources are CBR (continuous
bit —rate), data packet size is 64 bytes and data sending rate is
4 packet/second. During the simulation, each node starts its
journey from a random spot to a random chosen destination.
Once the destination is reached, the node takes a rest period of
time in second and another random destination is chosen after
that pause time. This process repeats throughout the
simulation, causing continuous changes in the topology of the
underlying network. The simulation time is 900 seconds and
maximum speed of nodes is 1 m/s. The following scenario is
used in this paper
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Figure 3. MANET under Jellyfish Attack (20 nodes)
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Figure 4. Packet Delivery Ratio
Figure 4 shows Packet Delivery Ratio with normal flow (zero
attackers, TORA), in the presence of JF attackers (TORA JF)

and in the presence of JF attackers with selective node
participation approach (SECURE TORA).
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Figure 5. Throughput(s)

Figure 5 shows Throughput with normal flow (zero attackers,
TORA), in the presence of JF attackers (TORA JF) and in the
presence of JF attackers with selective node participation
approach (SECURE TORA).
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Figure 6. End to end delay(s)

Figure 6 shows End to end delay with normal flow (zero
attackers, TORA), in the presence of JF attackers (TORA JF)
and in the presence of JF attackers with selective node
participation approach (SECURE TORA).

VII. CONCLUSION

This paper presents the impact of JF attack on MANET using
normal TORA and using the proposed Selective Node
Participation Approach. The proposed approach reduces the
impact of JF attack in MANET by deactivating the JF nodes
to participate in the DAG but still maintain the overall
integrity of the DAG. It has been concluded that the
performance of network has been improved by Selective
Node participation in terms of End to end delay, Packet
Delivery Ratio and Throughput of the network.

VIIl. FUTURE SCOPE

Here we have taken JF Delay Variance attack, we can also
introduce some other kind of JF attack i.e. JF Reorder Attack
and JF Periodic Dropping Attack in the same scenario. We
take mobility and system size as constant, if we change these
two factors then performance may vary. So this work can be
further extended to calculate the performance of MANET
under varying mobility and system size.
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