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 

Abstract— Preserving the privacy of digital biometric data 

(e.g., face images) stored in a central database has become of 

paramount importance. This work explores the possibility of 

using visual cryptography for imparting privacy to biometric 

data such as fingerprint images, iris codes, and face images. In 

the case of faces, a privateimage is dithered into two host face 

images (known as sheets) that are stored in two separate 

database servers such that the private image can be revealed 

only when both sheets are simultaneously available; at the same 

time, the individual sheet images do not reveal the identity of the 

private image. A series of experiments on the confirm the 

following: 1) the possibility of hiding a private face image in two 

host face images; 2) the successful matching of face images 

reconstructed from the sheets; 3) the inability of sheets to reveal 

the identity of the private face image; 4) using different pairs of 

host images to encrypt different samples of the same private 

face; and 5) the difficulty of cross-database matching for 

determining identities. A similar process is used to de-identify 

fingerprint images and iris codes prior to storing them in a 

central database. 

 

Index Terms—De-identification, face, fingerprint, IrisCodes, 

privacy, visual cryptography.  

I. INTRODUCTION 

  BIOMETRICS is the science of establishing the identity of 

an individual based on physical or behavioural traits such as 

face, fingerprints, iris, etc. The working of biometric 

authentication system acquires raw biometric data from a 

subject, extracting a feature set from the data, and comparing 

the feature set against the templates stored in a database in 

order to identify the subject or to verify a claimed identity.At 

the same time there is a possible to intruder can access the 

database which stored the biometric data. So the security and 

privacy of biometric system is a major concern due to their 

issues like fake biometric, override matcher and etc. The 

biometric data classified as physiological or behavioural. 

Physiological biometrics based on the physical part of the 

body such as fingerprint, iris, eye retina, face, palm, hand. 

Behavioural type is based the behaviour of human such as 

voice, signature and keystroke. 

 

Cryptography is the art of sending and receiving encrypted 

messages that can be decrypted only by the sender or the 

receiver. Encryption and decryption are accomplished by 

using mathematical algorithms in such a way that no one but 

the intended recipient can decrypt and read the message. 

Visual cryptography is introduced by Noar and Shamir. It is 

another form of cryptography in which secret communication 

is done in the form of images. This can be used to protect the 

biometric templates in which the decryption doesn’t require 
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any complex computations, it is done by human visual system. 

Using this visual cryptography the biometric data capture 

from the authorized user. These original image is divided into 

two shares .Each share stored in two different databases. 

When both images are simultaneously available then only we 

can get the original image. The individual share do not reveal 

any information about the original image. 

A. Encryption 

Encryption is a mechanism that protects your valuable 

information, such as your documents, pictures, or online 

transactions, from unwanted people accessing or changing it. 

Encryption works by using a mathematical formula called a 

cipher and a key to convert readable data (plain text) into a 

form that others cannot understand (cipher text). The cipher is 

the general recipe for encryption, and your key makes your 

encrypted data unique. Only people with your unique key and 

the same cipher can unscramble it. Keys are usually a long 

sequence of numbers protected by common authentication 

mechanisms, such as passwords. 

 

Information is also vulnerable when it’s in transit. If the data 

is not encrypted, it can be monitored and captured online. 

This is why you want to ensure that any sensitive online 

communications, such as online banking, sending e-mails, or 

perhaps even accessing your Face book account, are 

encrypted. The most common type of online encryption is 

HTTPS, or connecting to secured websites. This means the 

traffic between your browser and the website is encrypted. 

Look for https:// in the URL or the lock icon in your browser. 

Many sites support this by default (such as Google Apps), and 

websites like Face book and Twitter give you the option in 

your account  HTTPS. 

 

Encryption is an important tool for protecting data, but is only 

effective if you have strong passwords and maintain the 

overall security of your computer. Your encryption is only as 

strong as your keys. If your key is compromised, so is your 

data. If you are using passwords to protect your keys, make 

sure you use strong passwords and protect them well. Don’t 

lose or lose access to your keys. If you lose your encryption 

keys or can't access them because you've forgotten the 

password that protects them, you most likely cannot recover 

your data. 

 

B. Decryption 

Decryption is the process of transforming data that has been 

rendered unreadable through encryption back to its 

unencrypted form. In decryption, the system extracts and 

converts the garbled data and transforms it to texts and images 

that are easily understandable not only by the reader but also 

by the system. Decryption may be accomplished manually or 

automatically. It may also be performed with a set of keys or 

passwords. Break an encryption cryptanalyst can do any or all 

of three different things: 
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1 .Attempt to break a single message. 

2. Attempt to recognize patterns in encrypted messages, in 

order to be able to break subsequent ones by applying a 

straightforward decryption algorithm. 

3. Attempt to find general weakness in an encryption 

algorithm, without  necessarily having intercepted any 

messages 

 

C. Problem Statements 

 

Explore the visual cryptography to preserve the  privacy  of 

Biometric data by decomposing  original image into two 

images in such a way  that the original image can be revealed 

only when both images are simultaneously available.  

There are various types of attacks on Biometric Systems 

as follows : 

a) Fake Biometric  

Attack on the sensor. Sensor can be overridden by presenting 

fake . Like a fake finger, face mask or a copy of signature.  

b) Replay Old Data  

The Attack on the channel between the sensor and the feature 

extractor. Biometrics which was submitted can be 

resubmitted or replayed by bypassing the sensor. Like an old 

copy of fingerprint or face image. 

c)  Override Feature Extractor  

Feature extractor can be override by attacking it and forcing it 

to produce feature values selected by the hacker. 

d) Override Matcher  

Attack on the matcher. Matcher can be overridden by 

attacking it and forcing it to produce high or low matching 

score irrespective of the input. 

D.  solution 

Following approach can be used to obtain a solution for 

the above mentioned problem. 

1) Steganography Techniques for Biometric Template 

Security. 

2) Watermarking Techniques for Biometric Template 

Security. 

Visual Cryptography Technique for Biometric Template 

Security 

II. LITERATURE REVIEW 

    While developing our project, we have gone through lot of   

reviews and got various feedbacks from various ways.  Some 

of these feedbacks and suggestions are as follows – 

A. Design and develop the system for more than one 

user. 

B. Provide an E-mail Facility to the user for handling 

more security consequences. 

Visual cryptography Scheme 

Cryptography is the art of encryption and decryption.These 

original images is divided into two shares.So the visual 

cryptography scheme is more secure for biometric template 

security.But it requires more space for storing sheets due 

because of pixel expansion. Short storage of secret image. 

GEVCS 

The extended version of visual cryptography is gray scale 

cryptography scheme(GEVCS) .  Nakajima and Yamaguchi 

proposed a theoretical    framework to apply extended visual 

cryptography on gray scale images .The gray scale 

cryptogaraphy is divide into 3 steps. 

The first step is halftone image and partitioning the halftone 

image. 

In the second step, the number of black pixels in each cluster 

from the halftone image are counted and saved in a template. 

 The third step starts from the first block in the top left . 

The system is developed in NETBEANS  and MYSQL 5.5 for 

use on Windows environment. 

The server we used is APACHE TOMCAT for Designing and 

Coding and Reports. MYSQL 5.5 for Database 

 

III. SYSTEM DESIGN 

 

 
System architecture 

 

Protecting template in the database securely is one of the 

challenges in any biometric system. Here visual cryptography 

is applied to biometric authentication system. In this system, 

there are two modules: Enrollment module and 

Authentication module. 

A. Enrollment module : 

During the enrollment process, administrator collects the 

template and performs image scrambling. Image scrambling 

is used to make images visually unrecognizable such that 

unauthorized users have difficulty decoding the scrambled 

image to access the original image. The original image can be 
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decomposed into blocks; each one containing a specific 

number of pixels. The scrambled image is then sent to a 

trusted party entity. Once the trusted entity receives it, the 

scrambled image is decomposed into two noisy images (i.e., 

sheets) and the original data is discarded. The decomposed 

components are then transmitted and stored in database 

servers such that the identity of the private image is not 

revealed. 

B. Authentication module : 

During the authentication process, the trusted entity sends a 

request to each server and the corresponding sheets are 

transmitted to it. Sheets are overlaid (i.e., superimposed) in 

order to reconstruct the scrambled image. 

IV. DESIGN  

    Use Case Diagram of Decryption 

The use case Diagram shows all the functionalities of the 

decryption process. 

 
               Use Case Diagram for Decryption 

                             

V. CONCLUSION 

Thus includes a methodology to protect the privacy of a face 

database by decomposing an input private face image into two 

independent sheet images such that the private face image can 

be reconstructed only when both sheets are simultaneously 

available. The proposed algorithm selects the host images that 

are most likely to be compatible with the secret image based 

on geometry and appearance. 

Increasing the pixel expansion factor can lead to an increase 

in the storage requirements for the sheets. In the recent 

literature there have been some efforts to develop a VCS 

without pixel expansion. But no such scheme currently exists 

for generating sheets that are not random noisy images. Thus, 

more work is necessary to handle this problem. 

 

VI. FUTURE SCOPE: 

1. This project at start should aim at the security of the private 

face images. 

2. Only qualified subset of shares can recover the secret 

image. 

3. Any forbidden subset of shares cannot obtain any 

information of the secret image other than the size of the 

secret image. 

4. All the shares are meaningful images. 

      5. The authentication must be valid for the face image 

registered before. 

      6. It can be used at all security related institutions like 

military, offices, confidential laboratories. 
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