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 

Abstract— Data leakage is defined as the accidental or 

unintentional distribution of private or sensitive data to an 

unauthorized   entity. Most of the organizations face the 

problem of data leakage. Security practitioners have always had 

to deal with data leakage issues that arise from various ways like 

email and other internet channels. Hence, there is a need to filter   

e-mails. This can be done by using an intelligent system which 

will filter email for organization’s confidential data. Concept 

used in Email classification is we check mail based on the 

message bodies, black lists consisting of hash of organization’s 

secured data are computed and stored. Then computed hash of 

email contents is computed with the black list data and 

depending on the match the email is either blocked or 

forwarded. 

 

Index Terms— Email classification, Data leakage, secured 

Data Hash, Black list, Waitlist, white list, Email continuity, 

word threshold value. 

 

I. INTRODUCTION 

A   data leak is a security incident in which confidential data is 

stolen or used by an individual unauthorized to do so. In the 

course of business communication, mostly confidential data 

must be distributed to supposedly trusted third parties .The 

owner of the data is the distributor and the supposedly trusted 

third parties are the agents. Despite of many security rules and 

regulation in use today employees of organization are 

involved in risky behaviors that put organization’s data and 

personal data at risk. Emailing system is a most used tool for 

leaking sensitive data. Considering these data leakage threats 

through email, an organization blocks the email of employees 

or restricts the access of email hosting sites by using firewall. 

Email filtering system is an intelligent system which allows 

employees of an organization to compose and forward email 

by filtering email content to leakage of organization’s 

sensitive data. Any type  data can be leaked through emails 

like video,audio,text,zip folders, images and files .In our 
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proposed system owner of the origination is the administrator 

and trusted agents employees of firm. The aim of the system is 

to prevent the leakage of organization’s sensitive data through 

email. 

II. RELATED WORK   

Currently most of the organizations are using firewall to 

prevent data leakage through email by blocking email hosting 

sites like Gmail, rediffmail, yahoo etc. By this approach 

employees cannot send emails within the organization. The 

drawback of this approach is that it cannot operate on 

individual files and email, as firewall only works on packets. 

Because to this drawback firewall cannot block emails by 

filtering their contents. Some previous approach uses the 

method of watermarking the data to identify the guilty agent. 

So the drawback of this system was watermark can be easily 

removed and it can’t be applies to all types of data. A system 

previously developed uses the concept of fake objects. 

 

 Fake objects are added to the databases which appear exactly 

as the original data. The algorithm used for classifying the 

emails is the K-nearest algorithm. The problem with fake 

objects concept is that it is only suitable for the fixed data. 

Most of the organization used Microsoft outlook express to 

handle the emails. Outlook provides a heterogeneous 

environment but has no provision for email filtering. Firewall 

approach is combined with outlook to prevent data leakage. 

The major drawback of using outlook was node to node 

internet connectivity is required. Considering all these 

limitations there was an urgent need to develop a system 

which can cover these drawbacks. Our proposed system 

fulfills that need. 

III. PROPOSED SYSTEM   

 

  Due to many drawbacks in existing system it is not possible 

to prevent data leakage without affecting the email continuity. 

Another drawback of existing system is that they are not cost 

effective. So our proposed system will cover all these 

limitations and prevent data leakage but at same time it will 

provide email continuity which is very part of organization’s 

work. It can used by large as well as small organizations 

because it very cost effective. The diagram shown below 

shows the architecture of proposed system.   
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The proposed system is based on client- server architecture. 

Employees of the organization are at the client side and 

administrator is at the server side. High speed internet 

connection is provided only at server side and clients 

communicate with server through servlet method. The server 

consists of waitlist, blacklist and word list and attachment 

evaluator. The black list contains hash of organization’s 

sensitive data which is maintained by the administrator. The 

admin will allow or block the mails from the wait list. When 

employees send mail, it first comes to the server. Then server 

will calculate hash of the mail’s data and attachment which 

will be compared with the black list data and depending on the 

match, the email will be either forwarded or blocked. If the 

server fails to detect whether the email contents are black 

listed or not, email will be sent to the wait list. The system will 

classify e-mail based on the message bodies, the white and 

black lists consisting of hash of organization’s data is stored. 

The hash of email contents is calculated and compared with 

the white and black list data and depending on the match the 

email is either discarded or sent. The following diagram 

shows how and when the mail will be blocked 
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IV. ALGORITHMS USED  

 

A. Secure hash algorithm [sha-1]:   The SHA1 is used to 

compute a message digest for a message or data file that is 

given as input. The message body and attachment will be 

considered to be a bit string. The length of the message is the 

number of bits in the message (the empty message has length 

0).If the number of bits in a message is a multiple of 8, for 

compactness we are representing the message in hex. The 

SHA1 produces 160 bit message digest .The purpose of 

message padding is to make the total length of a padded 

message a multiple of 512 bit blocks. At client side the hash of 

the password is obtained using SHA1.At server side SHA1 is 

used to obtain the hash of the sensitive data and it is stored as 

a black listed data. 

                                           

                                                                                                                             
 

B. Term frequency: In our proposed system, we are making 

using of term frequency algorithm in which the data in the 

mail will be checked with word list. Threshold value for each 

word will be stored in the stored word list. If the use of any 

word crosses the threshold value, the mail will be blocked. 

Equation for Term Frequency (tf) is given as: Wt=ct log 

(N/ft) here Wt is the weight of term ft is the number of times 

the term in the mail, ct is number of times the term in the 

passage, and N is the total number of terms in mail.  

Advantage: As the term frequency algorithm does not require 

information regarding the structure or grammar of the natural 

language. Therefore the algorithm may be used in many 

natural languages.                                 

V. CONCLUSIONS 

    

Many organizations handle confidential data on daily basis. 

The technologies that make this data easily available also 

increase the risk of data leakage. Some mechanisms have been 

implemented to prevent data leakage such as firewall 

mechanism which restricts access to email sites which 

hampers email continuity, filtering email using fake object 

mechanism which is only suitable for fixed database. 

Considering these the limitations, we have shown that it is 

possible to develop a system which will provide email 

continuity along with filtering capability for sensitive data 

leakage without any internet connection at client side. The 

algorithmic strategy used provides email filtering for any size 

and type of data.                
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