International Journal of Engineering and Technical Research (IJETR)

ISSN: 2321-0869, Volume-2, Issue-2, February 2014

Implementation of One-Time Pad over Web
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Abstract— This paper aims to present the implementation
of One-Time Pad (OTP) which is a type of encryption that is
impossible to crack if used properly and correctly. In this paper
we are proposing one-time pad implementation over web using
cookie encryption and cookie decryption. The basic encryption
method of one-time pad is used, where characterfrom
the plaintextis XOR with the character from a secret
random key (or pad) of the same length as the plaintext,
resulting in a cipher text. If the key is truly random then the
cipher text would be impossible to decrypt or break without
knowing the key. In our proposed method an index string is
generated with is stored in remote servers. This information is
used to generate cookie which can be used for secure
communication over web using One-Time pad.

Index Terms— One-Time Pad, Encryption, Decryption,
Randomness

. INTRODUCTION

One-Time Pad was first proposed in 1926 by G. Vernam to
encrypt wire and radio communications. In 1949 C.Shannon
[1] proved the perfect secrecy of one-time pad. The essence of
one-time pad is to generate a random string of at least the
length of the message to be the key of this message, and then
perform any operation like XOR the key with the message to
produce the cipher text. In order to decrypt the cipher text we
have to reverse the operation XOR the cipher text with the key
again in this example. It is impossible to crypt-analyse
one-time pad, since every message has a different random
key, and there is no way to distinguish the cipher text from a
random string. Although one-time pad is simple, fast and very
secure, it is not widely used. There are two major obstacles
that prevent one-time pad from being used in generic
applications [2].

The first obstacle being the generation of random
numbers.Although we recognize that this is a big obstacle for
using one-time pad encryption we do not address any solution
for this particular problem in this paper. We believe that if the
second obstacle, the key distribution problem, can be solved
then pseudo random number generator [2]

with periodic reseeding can be used. Although the resulting
algorithm would not be exactly one-time pad init’s some
sense, but it would provide a reasonable proximity to the
one-time pad.
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In the usual scenario of secure data communication,
encryption of a message is done by one party, and decryption

of the same message is done by another party, with both
parties sharing the same key for the same message. However
the one-time pad encryption requires a new key for every new
message, which in turn requires a mechanism to distribute
keys so that both parties can have the same key for a message
while no third party could intercept morph or tamper with
these keys. If such a mechanism exists for generic
applications, then logically the encrypting party could have
used this mechanism to send the message directly without
encryption. In reality, no such practical mechanism exists, so
this fear of leaking the keys out is keeping people from using
one-time pad extensively. However, we should notice that in
applications where encryption and decryption are performed
by the same party, the key distribution problem [3] is not an
issue anymore. This means that we can employ one-time pad
on such type of encryptions tasks, and achieve the perfect
secrecy.

Il. PROPOSED WEB IMPLEMENTATION OF ONE-TIME PAD

One Implementation that can be used in web is cookie
encryption [4] where encryption and decryption of the
cookies are done by the same party that is in server. The client
simply stores and sends the cookie, but does not participate in
cookie encryption or decryption also; the client does not use
the information in the cookie. Therefore the keys are solely
used by the server, instead of being shared by two parties.
This characteristic shows up only when the party that
performs both encryption and decryption is not able to or does
not want to store the sensitive information after its use.
Otherwise, if the encrypting or decrypting party wants to store
the information, then this party could have simply generated a
string to send to the other party, while storing the real
information with the string in the local database, since the
other party does not need the real information anyway.
Another approach would be to use combination of different
encryption algorithm [5]

in one-time pad.Figurel shows the flow charts for cookie
encryption and Figure2for decryption. When a web server
needs to encrypt a cookie before sending it out, the web server
follows the first chart. When the web server receives a cookie
from a client, the web server follows the other chart to decrypt
the cookie.
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Figure 1: Cookie Encryption [4]

What makes cookie encryption so special is the web sites'
motive to respect users' privacy and reduce the web sites' own
liability; this is the reason why the web sites do not want to
store customers' credit card information after its use. Based on
this observation, we can use one-time pad cookie encryption
protocol to protect online users' privacy. In short, the web
servers store the one-time pad keys in a local database and
encrypt or decrypt the cookies using these keys.
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END

Update (i, k, t) to (i, k, t”) where t’ is new
expiration time.

Figure 2: Cookie Decryption [4]

Notice that after the decryption, whether or not to remove
the key from the key database would depend on the web
designer's choice. The web server would check’s the
expiration times in the key database against the current time,
and deletes all the expired keys. The main security related
reason is to provide a mechanism to limit the time the server
stores the key, hence limiting the web server's liability in case
an attacker breaks into both the database and a user's
computer. Another reason is that sometimes users may leave a
web site and not come back anymore, or chooses to clean her
cookies even if she comes back next time, or the users' system
might crash, in which cases the cookies would not return to
the web server anymore. So server should delete them.

The main factor that could impact one-time pad performance
is not the encryption or decryption themselves, but the
generation of the random keys [6]. The process of generating
random numbers is usually far slower than the one-time pad
encryption or decryption itself. Nevertheless, in case this
becomes a major issue of the overall real-time performance,
web servers can choose to use pre-computed random number
table to save the time of random number generation.

One seeming drawback of one-time pad is that the keys should
be as long as the plain texts and have to occupy the server's
storage space that is as large as the plain texts. In addition,

www.erpublication.org



International Journal of Engineering and Technical Research (IJETR)

since the keys are supposed to be random strings with very
high entropy, compression will not work on the keys.
However, the cookies that this scheme is encrypting are not
that much large.

The perfect secrecy of any one-time pad relies on the
randomness of key generation [7, 8]. If the keys are not
random, then the algorithm cannot be proven to provide
perfect secrecy. True random numbers can be obtained by
measuring anyrandom physical process, such as cosmic
radiation, or thermal noise [9]. Therefore we can be
reasonably confident that one-time pad encryption on cookies
is unbreakable. The user's privacy is hence strongly protected
[9], and the web site's liability is substantially reduced by the
one-time pad encryption.

I1l. OBSERVATION

When we observe the theoretical aspect as well as the
Practical implementation in one-time pad as shown in Figure
3 we come across a very important aspect that the length of
Key should be equal to length of Message. This implies that as
the length of message increases proportionally the key length
also increase’s thus the complexity and the probability of
brute force method to find out the encrypted messages
reduces.
>~

Kew
Length

MMessage Length
Time Complexity

Figure 3: Basis Characteristics of One-Time pad

The performance comparison as shown in Figure 4 of
one-time pad gives us very useful insight of encryption rate
over different formats of different encryption algorithms
which are used worldwide over web.
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Figure 4: Performance Comparison of various encryption
algorithms over web

When we analysis the speed or rather the time complexity of
one-time pad with major other encryption algorithm as shown
in Table: 1 we observe that speed or encryption rate is
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practically is more or less same for text data or rather for low
volume, but as the volume of data increase’s the time taken for
encryption increase due to increased complexity and higher
data iteration overhead. In one-time pad when the data size is
small then we have faster encryption rate as the length of key
is also small, but as the data size increase’s the key length also
increase’s in same proportion so there is decrease in the data
encryption rate.

Time taken for Encryption
Algorithm -

Text Image Video
RC4 Low Low Low-Medium
Salsa20 Low Low Low-Medium
PGP Low Medium Medium-High
Camellia Low Medium Medium-High
SEED Low Medium Medium-High
One-Time . .
Pad Low Medium High

Table 1. Time Complexity of major encryption algorithm
used over web.

IV. CONCLUSION

This paper gives a really useful, real-world application of
secure distributed storage of sensitive information using our
implementation. A One-Time Pad method to achieve perfect
secrecy of cookie encryption is proposed, based on the
observation of the interesting characteristic of cookie
encryption. The pros and cons of this approach are analysed,
and the comparison with the existing approaches shows that
our approach is able to protects users' privacy and reduce web
sites' liability in a much stronger manner.
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