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Abstract— Earlier data protection with efficiency and 

enhancement is a critical issue for wireless sensor networks. 

Clustering is an effective and convenient way to enhance 

performance of the wireless  system.The efficient transmission of 

data for cluster-based WSNs (CWSNs), the clusters are present 

in dynamic and randomly.SET-IBS and SET-IBOOS are the 

two serving protocols used in wireless sensor network by using 

this Identity-Based digital Signature (IBS) scheme and the 

Identity-Based Online/Offline digital Signature (IBOOS) . This 

identity based digital signature is uses as to provide security to 

the node and the IBOOS is uses as to provide the security to data 

which transfer between the nodes. In SET-IBS, security relies 

on the hardness of the Diffie- Hellman problem in the connected 

area. SET-IBOOS  reduce the computational operating cost for  

security, which is critical for wireless sensor networks, while its 

protection depends on the stability of the problem of discrete 

logarithm.  

 

 
Index Terms— CWSNs,IBOOS,CH,SET,node. 

 

I. INTRODUCTION 

A Wireless sensor network (WSN) is a system of network 

comprised of spatially dispersed devices using wireless 

sensor nodes to examine environmental or basic environment 

conditions. The individual nodes are competent of recognize 

their surroundings, processing the information statistics in the 

vicinity, and sending data to one or more process in a WSN. 

Efficient transmission of data is one of the most significant 

problems for WSNs. Usually many WSNs are installed in not 

seen, harsh and often adversarial physical environments for 

specifically are armed forces domains and sensing tasks with 

unreliable surroundings. Through and secure transmission of 

data is thus very essential and is required in many such 

realistic WSNs.If an image has been pre-processed 

appropriately to remove noise and artefacts, segmentation is 

often the solution for understanding the image. Cluster-based 

transmission of information in WSNs, has been examined by 

researchers in order to accomplish the network scalability and 

supervision, which maximizes node life span and reduces 

bandwidth utilization by using local cooperation between 

sensor nodes. In cluster-based WSN (CWSN), each cluster 

has a head sensor node for all other nodes in the cluster, 

known as cluster-head (CH).That node collects the data 

gathered by the leaf nodes (non- CH sensor nodes) and sends 

the puddle data to the base station (BS) The probability of the 

asymmetric key management has been revealed in WSNs in 
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previous years ago, which compensates the deficiency from 

relating the symmetric key management for protection. 

Digital signature is one of the most significant security 

services presented by cryptography in asymmetric key 

process (ASK), the connection between the public key and the 

recognition of the signer is acquired via a digital certificate.  

The Identity-Based digital Signature is the 

complexity of factoring integers from Identity- Based 

Cryptography (IBC), is to develop an entity’s public key from 

its character information, e.g., from its individuality. This 

protection must encompass every phase of the design of a 

wireless sensor network application that will require a high 

security. Likely applications comprise monitoring isolated 

locations, object tracking in fighting environment, premature 

fire recognition, and environmental monitoring. A primary 

topic that must be addressed when using cluster-based 

security protocols based on symmetric session keys is the 

means used for ascertaining the session keys in the earlier 

place. Symmetric keys is the degree of session key among the 

nodes in the system. It has the clear security drawback that the 

negotiation of a single node will disclose the global key. 

LEACH achieves improvements in terms of network lifetime. 

In LEACH, a number of protocols have been presented such 

as APTEEN and PEACH, which use similar concepts of 

LEACH 

II. LITERATUR SURVEY 

            The main focus of the literature survey will be on the 

analysis of efficient transmission and dealing with network 

protection. transmission and protection are separate domains. 

Improvement in both of these domains have advanced 

researches. Here our idea is to combine the advantages of both 

these ideas. In Wireless Sensor Networks (WSNs), a crucial 

security necessity is authentication to evade attacks against 

secure processing, and to smaller DoS attacks utilize the 

limited resources of sensor nodes. Resource restraint of 

sensor nodes are major difficulty in applying strong public 

key cryptographic based mechanisms in WSNs. To deal with 

the problem of authentication in WSNs .In this paper 

[8].“Secure Routing in Wireless Sensor Networks “Secure 

routing in WSN has been a major challenge due to node 

mobility and resource constraint nature of such networks. 

That identity-based cryptography can play a vital role in 

defending against many complex cross-layer attacks on WSN 

routing protocol and also location and energy aware 

identity-based cryptographic routing can prevent a selective 

forwarding attack, problems are Time complexity  and  It’s 

not fully Secured.Maan Younis Abdullah et al in inspected the 

problem of security addition to cluster based communication 

protocols for homogeneous wireless sensor networks 

containing sensor nodes with very limited resources, and 

proposed a security resolution where clusters are created 

periodically and randomly. Their describe re-keying function 

protocol for wireless sensor networks protection process. 

Clustering based effective and ensures data 

dissemination in wireless sensor network 
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They have monitor the local administrative functions (LAFs) 

as master function, derivation function and rekeying function 

is imprinted with sensor node. A security and performance 

study proved that it is very proficient in transmission, storage, 

evaluation and this technique is very successful in defending 

against a lot of complicated attacks as in [3] the complexity in 

verification of digital signatures in a hierarchical system. 

Provides a simpler model for key management. With tiny 

PBC cryptographic use binary elliptical curves over prime 

curves provides significant offer computational advantages in 

a resources constraint environment. The problems are 

proactive routing provides additional overhead due to 

frequent routing updates. Symmetric key cryptography has 

major drawbacks with regard to key management and the 

security is based on pre shared secret keys. Tingyao Jiang et.al 

presented a new dynamic intrusion detection method for 

cluster-based wireless sensor networksCWSN). The nodes in 

a wireless sensor network are assembled into clusters 

depending on the particular relationships with a cluster head 

(CH). The process initially makes use of a clustering 

algorithm to construct a model of standard traffic behaviour, 

and then uses this model of standard traffic to detect 

anomalous traffic patterns. Along with the diverse network 

situation in clusters, this might also randomly set different 

detection factors for different clusters to accomplish a more 

proper detection algorithm. The performance study showed 

that the protected from intrusion detection method can 

progress the detection accuracy and decrease the false 

positive rate, and is extremely efficient of the energy 

preservation as in [4].  

 

An authentication framework for wireless sensor 

networks using identity-based signature: implementation and 

evaluation “Integer arithmetic is very efficient for sensor 

nodes in terms of time and energy consumption. With the help 

of BNN-IBS as IBOOS does not affect the security. It secure 

to compute the offline part before the message is known and 

store it. IBOOS is very efficient in terms of computation cost 

for resource constraints. IBOOS is the most efficient scheme 

for time critical applications of WSNs when compared with 

existing signature based identification. A arithmetic is very 

efficient for sensor nodes in terms of time and energy 

consumption. With the help of BNN-IBS as IBOOS does not 

affect the security. It secure to compute the offline part before 

the message is known and store it. IBOOS is very efficient in 

terms of computation cost for resource constraints. IBOOS is 

the most efficient scheme for time critical applications of 

WSNs when compared with existing signature based 

authentication schemes. 

 

“Efficient identity-based threshold signature scheme 

from bilinear pairings in the standard model “Threshold 

signing protocol is optimal in terms of communication 

complexity and communication channel requirement. It is 

also proved with optimal resilience in the standard model. It 

includes both unforgeability and robustness. Threshold 

signature scheme increase the availability of the signing 

agency. The same time to increase the protection against 

forgery by making it harder for the adversary to learn the 

secret signature key. The security of signature scheme reduce 

to the hardness of computational Diffie-hellman(CDH). In an 

energy efficient routing protocols and expanded the 

classification initially done by Al-Kariki to better describe 

which enhance the energy efficiency issues. Current day 

progress in Wireless Sensor Networks makes them very 

important to apply in number of practical working process. 

The protective are more mandatory in WSNs.This network 

are prone to various types of attacks since they contain tiny 

and cheap devices and are installed in unprotected and open 

surroundings. Yan, K.Q et.al proposed an Intrusion Detection 

System (IDS) created in lrad cluster. It contains misuse and 

anomaly identifying component. This is to increase the 

detection rate and lower the false positive rate by the benefits 

of misuse and unusual detection.The another process as, to 

incorporate the detect results and to report the types of attacks 

is done by the means of an administrative module. 

 

 

 
 

III. PROPOSED METHODOLOGY 

     We propose two Secure and Efficient data Transmission 

protocols for CWSNs, called SET-IBS and SET-IBOOS, by 

using the IBS scheme and the IBOOS scheme, respectively. 

The key idea of both SET-IBS and SET-IBOOS is to 

authenticate the encrypted sensed data, by applying digital 

signatures to message packets, which are efficient in 

communication and applying the key management for 

security. In the proposed protocols, secret keys and pairing 

parameters are distributed and preloaded in all the sensor 

nodes by  the BS initially, which overcomes the key escrow 

problem described in ID-based cryptosystems . Secure 

communication in SET-IBS relies on the ID based 

cryptography, in which, user public keys are their ID 

information. Thus, users can obtain the corresponding private 

keys without auxiliary data transmission, which is efficient in 

communication and saves energy. 

 

Identity Based Signature:To provide the security for nodes 

in the network through the identity based signature only to 
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identify the node authorization in network. Identity based 

signature node only authorized node to form the cluster and 

other nodes not allowed to do the any process like data 

transmission, cluster formation in the network.  

 

Identity Based Online/Offline Signature:To enhance the 

security for data’s in the network through the identity based 

online/offline signature to encrypt the data and send to cluster 

in network. Identity based online/offline signature used to 

encrypt the data between cluster member and cluster head in 

the network. By using this process to achieve efficient and 

secure data transmission in wireless sensor network 

IV. CONCLUSION 

        We propose two Secure and Efficient data Transmission 

protocols for CWSNs, called SET-IBS and SET-IBOOS, by 

using the IBS scheme and the IBOOS scheme, respectively. 

The key idea of both SET-IBS and SET-IBOOS is to 

authenticate the encrypted sensed data, by applying digital 

signatures to message packets. In future we apply the RSS 

(Received Signal Strength) method to choose the effective 

cluster head as high receiving capabilities in cluster group and 

based on efficient cluster head to increase the wireless sensor 

network life time and achieve energy effective wireless sensor 

network 
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