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Abstract— A cloud database is a database that is typically 

deployed on cloud platform and it is introduced so that data in 

cloud can be managed wither by user using virtual systems or 

by the cloud service provider. The major advantage of using 

cloud database is being a virtual storage location resource; the 

data can be managed irrespective of any location. Migrating 

from traditional relational databases to cloud database has 

many advantages of its own in the cloud but to maintain the 

security intelligence of the database is one major challenge. In 

this paper we try to state the challenges faced for securing 

cloud databases and probable mechanisms of how to improvise 

them. 

If we streamline the approach of security protocols to be 

followed for effective database intelligence, we have to identify 

the assets we want to protect, the probable threats and the 

relative countermeasures for them. The cloud service provider 

will be responsible to take care if its operations, facilities, 

network, hosts and other components are secure but ultimately 

it would be the user who would be responsible if the database is 

secured or not. Cloud providers offering database hosting need 

to consider database security as a critical service to their 

customers. Our proposed protocol of IEEMR comprising of 

essential five steps to protect the data in the cloud database. 

 

Index Terms— Cloud Computing, Cloud database security, 

Security, IEEMR, security in public cloud, Sensitive database, 

Security as a Service (SaaS), DBaaS (Database as a Service).  

 

I. INTRODUCTION 

  Many organizations are looking to cloud-based IT 

infrastructures as a means of solving scalability, performance, 

availability, and cost problems. There are three basic 

deployment models for cloud infrastructures, public, private 

and hybrid cloud. The public cloud infrastructure is made 

available to the general public or a large industry group and 

is owned by an organization selling cloud services. The 

private cloud infrastructure is operated solely for an 

organization. It may be managed by the organization or a 

third party and may exist on premise or off premise. The 

hybrid cloud infrastructure is a composition of two or more 
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clouds (private, community, or public) that remain unique 

entities but are bound together by standardized or proprietary 

technology that enables data and application portability. 

 Regardless of deployment models, as companies begin to 

move their databases into the Cloud, database security 

programs need to follow. Cloud infrastructures providing 

database hosting, offer very basic security in the form of 

network-layer firewalls configured with port-based access 

control lists. Database platforms are often provided as a 

service where the security details are abstracted away from 

the user. Those users are offered nothing more than a 

contract or Service Level Agreement that makes empty 

claims about security. This basic layer of security, coupled 

with the increased exposure database applications receive 

from being deployed in shared and possibly public 

infrastructures require organizations to review their database 

security strategies and implement a comprehensive program 

of database security process control. 

As mentioned earlier, there are other emerging cloud 

services that fall into one of the SPI models. Database as a 

service is one the new emerging services that can be a subtype 

of SaaS or PaaS depending on the way it is delivered by the 

providers. DBaaS provides consumers an on-demand 

database services in the cloud that can be accessed by the 

users through the internet. Database-as-a-service makes an 

efficient use of cloud computing technology by providing 

businesses with easy access to scalable, on-demand database 

resources while avoiding the costs and complexity associated 

with the purchase, installation and maintenance of a 

traditional on-premise database system. 

 

An important question in Public and Hybrid Cloud 

infrastructures is, ―Who owns responsibility for securing the 

database and sensitive data?‖ Ultimately, the data owners 

need to take responsibility for securing their sensitive data. 

Data owners should formulate their database security 

strategies and then partner with their cloud providers to 

ensure effective implementation. Cloud providers offering 

database hosting need to consider database security as a 

critical service to their customers. Whether in Traditional, 

Private cloud or Public cloud infrastructures, Application 

Security, Inc. believes it is important for organizations to 

protect their sensitive data where it lives – in the database. 

DbProtect Precision Database Activity Monitoring (DAM) 

helps organizations to protect their cloud based data assets by 

providing control over the security processes that impacts 

their sensitive data.  

 

Since virtualization is now in use by nearly all 

enterprises— and future plans to move some applications  

to cloud computing are also in the making—it’s time to 
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ask whether we need to update our IT security methodologies 

or continue to rely on the same tools we have relied on in the 

past. Many would agree that these computing models require 

an entirely different approach. Sometimes, it seems that 

network security models lag behind the technology changes 

occurring in the systems and software environment they are 

intended to protect. For example, it took firewall vendors a 

long time to realize that applications are no longer easily 

protected by simply opening and blocking ports. As 

enterprises began deploying VoIP and other complex 

protocols, they typically had to wait years before their 

firewall vendor allowed them to do so securely by analyzing 

the session initiation protocol (SIP) and other protocols. 

With the recent shift in computing architecture from 

dedicated servers in the data center to virtualization and 

cloud computing, we need to rethink our IT security 

methodologies. And, while we focus on database security 

here, many of our recommendations are applicable to 

securing most enterprise applications. 

 

As studied from the above trend, the key trade-off for 

security between the different service models is that more and 

more security responsibilities shift towards consumers when 

the provider stops lower down the stack, meaning that 

consumers, for example, have greater responsibility for 

management and security of the services if they use IaaS 

instead of PaaS or SaaS. There are basically two main 

approaches to deploying databases in the cloud: 

1.  ―Do-it-Yourself‖ – In this approach, a consumer 

purchases IaaS services from a cloud provider of their choice 

and installs their own database instance on the provided 

platform. All the responsibilities for maintenance, 

management and patching of the database instances will be 

with the customer. However, it does offer the benefits of 

installing additional monitoring and auditing tools together 

with the database instance on the virtual platform. 

2.  Subscribing to a full-fledged Database-as-a-Service 

(DBaaS) – In contrast to the above, in this approach, 

consumers get the opportunity of buying whole database 

package as a service from a provider. All the management 

and maintenance responsibilities will be with the provider 

and the only thing the consumer would be required to do is to 

connect their applications to the databases and they would be 

charged on per-usage basis. This approach is much more 

convenient for consumers but the disadvantage is that the 

providers often do not support installation of additional tools 

together with the cloud databases on their platforms. This 

makes it less secure as consumers would be expected to trust 

on provider’s monitoring and auditing tools. 

 

II. II. CHALLENGES & THREATS FOR DATABASE 

Migrating databases into cloud environment brings a 

number of security concerns that organizations have to take 

into consideration as the ultimate responsibility for data 

security assurance is with organizations and not with 

providers. When internal databases with sensitive data are 

migrated to the cloud, users need to be assured that proper 

database security measurements are in place that 

encompasses data confidentiality, integrity, and availability. 

The main aspects of database security in the cloud are that 

data must be secured while at rest, in transit, and in use, and 

access to the data must be controlled. That is to say: 

1. In order to assure that data does not get corrupted or 

hijacked, it is very important to have safe procedures in place 

that would protect data transfer to and from the databases 

that reside in the cloud. 

2. To ensure high confidentiality, it is important that the 

outsourced data in the stored in cloud databases be encrypted 

at all times. 

3.  To ensure high integrity, the access to the data stored at 

cloud database provider’s platform needs to be controlled and 

monitored properly for all users including the database 

administrators at the data center. 

4. Visibility into virtual machine-to-virtual machine 

transactions. 

5.  Architecture complications arise from the fact that 

instead of creating a dynamic environment on virtual servers, 

enterprises need to plan ways in which all access to databases 

will pass through the virtual appliance. 

6.  Performance over wide area networks monitored more 

effectively. 

 

Availability in simple terms means the extent to which 

system resources are accessible and usable to individual users 

or organizations. It is one of the critical security aspects that 

organizations need to take into account when considering 

cloud database services. In the wake of a failure, availability 

can be affected temporarily or permanently, and the loss can 

be partial or complete. There are many threats to availability 

that include DOS attacks, equipment failures and natural 

disasters. Therefore, when addressing database availability 

with the vendor, consumers should always demand for the 

high availability standard known as the five nines. It equals 

to an uptime of 99.999%, which is like an outage of about five 

minutes per year. 

 

Although elasticity and flexibility is considered amongst 

major benefits of cloud computing but it brings an inherent 

security issue with it. In order to satisfy consumer needs, 

cloud databases scale up or down frequently which means 

that physical servers that host databases gets provisioned and 

de-provisioned often without prior knowledge of consumers. 

Moreover, in order to provide high availability and 

redundancy, customer data is usually replicated across 

several data centres in multiple locations. All of these factors 

result in non-static environment where consumers have 

almost no visibility or accessibility to the physical 

infrastructures. The question that arises is how does all this 

impact security? The answer is that majority of the 

traditional monitoring and protecting methods require 

knowledge of the complete network topology while others 

rely on access to physical devices such as hardware-assisted 

SSL. In all of these cases, the dynamic nature of the cloud 

makes the traditional approaches impractical, as they would 

require constant configuration changes. Some approaches 

that require installation of hardware parts will be impossible 

to implement unless database services are implemented on a 

private cloud. Another security risk that is associated with 

physical security is the removal/deletion of data from storage 

devices known as data sanitization. Sanitization involves the 

deleting of data from storage media by overwriting, 

degaussing (de-magnetizing), or the destruction of the media 
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itself, to prevent unauthorized disclosure of information. 

 

As organizations deploy applications and the databases 

that support them on virtual servers and in the cloud, a new 

complication frequently arises. In the past, an application 

was typically provisioned on one or more servers, and the 

databases housing the application were installed on separate 

networked servers. One of the benefits of virtualization (in a 

private data centre or in the cloud) is the ability to share 

resources, resulting in environments where both the 

application and the databases are migrating to virtual 

machines, in many cases running on the same physical 

servers. Clearly, the only solution is to bring the security 

inspection closer to its target. One solution is dubbed the 

virtual appliance. In this scenario, a virtual machine that 

runs the software formerly run by a dedicated appliance is 

installed on virtual servers and the servers are re-architected 

to send traffic through the virtual machine. This approach 

has two severe drawbacks performance and architecture 

complications. 

 

III. III. EXISTING OPTIMAL SOLUTION 

 

Database monitoring or auditing is basically the ability to 

constantly (and securely) record and report on all the events 

occurring within a database system. Audited databases 

generate reports on how, when and by whom different objects 

are accessed or altered. A strong database auditing and 

monitoring tool, that should provide full visibility into 

database activities regardless of its location, is extremely 

important for cloud based database services. 

 

To meet the challenges of protecting traditionally on 

premise databases, IT security professionals initially adopted 

network based IDS and IPS – an appliance that would be 

placed somewhere in the network and would inspect the 

traffic for protocol violations, malicious code, viruses, etc. 

Although enterprises initially ignored internal risks and 

threats but they soon realized that internal threats can also be 

very damaging and monitoring must therefore cover local 

and intra-database attacks as well. [6] The adoption of local 

agents thus started to begin together with network based 

appliances making many of today’s solutions. In this solution 

the host agents send local traffic back to the network 

appliance for analysis, where each transaction is measured 

against a pre-set policy. Although this hybrid approach is not 

ideal (ineffective for local breaches against security policies), 

but many enterprises still adopted it as a security solution.  

 

Another limitation of network based monitoring solutions 

in the cloud environment is due the virtualization technology. 

In the past, applications using a database were usually 

deployed on separate physical servers while the database 

itself that hosted the applications was installed on separate 

networked servers. [6] However, through the use of 

virtualization technology, physical resources are shared in 

the cloud that sometimes results in environments where both 

the application and the databases reside on the same physical 

servers. For example, in the example below, note that 

communication between the application and the database 

occurs entirely within the same physical server. Network 

monitoring appliances will not be able to detect these 

transactions as no network traffic will be generated during 

the communication between the virtual machines. 

 
Fig 1:VM-VM communication  

 

In the case of cloud based databases, the ―network 

sniffing‖ model fails to address several technical challenges 

as the devices (except for on premise private cloud solutions) 

are outside the enterprise perimeter. Moreover, for scalability 

and redundancy purposes, databases residing in the cloud 

may dynamically appear in new locations over the course of 

time. This dynamic nature of cloud makes traditional 

methods impractical and requires that new approaches 

designed for distributed environments should be considered. 

 

The architecture complications arise because enterprises 

would need to design in such a way in which all traffic to 

databases should pass through the virtual appliance first. 

Taking the dynamic nature of cloud into account, this 

approach will not be practical for cloud environments where 

hosts come and go, and adding virtual appliances to the mix 

would be extremely impractical. A solution with sensor based 

host agent, that would run alongside the database instances, 

is considered to be feasible for such environments. 

 

In order for the solution to be effective, the local sensor or 

agent needs to be capable of reacting swiftly to alerts, 

implementing the required protections in case of a policy 

breach and alerting locally. Based on a set of policies and 

rules that is acquired from central management server, the 

sensors/agents would audit, send alerts, or suspend sessions 

that violate preset conditions. For secure and efficient 

transaction of policies and alerts, traffic between the sensors 

and remote management console should be encrypted and 

compressed. 

 
Fig 2: Distributed database monitoring by MacAfee 
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These agents/sensors have to be designed in such a way as 

to not suffer from the same weaknesses like intrusive 

implementation procedures and performance issues that old 

host-based solutions suffered. The sensors needs to be 

lightweight software that should act as an add-on and that 

could be easily added to a virtual machine in parallel with 

database instances and it must not be based on kernel-level 

implementations which require machine restarts. 

Security software company, McAfee, provides one such 

solution by providing a software-based sensor. The sensor 

can be installed on the same virtual machine together with 

other database instances. The sensor functions by monitoring 

the database transactions occurring in the memory and thus 

protecting the system against all types of internal and 

external attacks. In order to work properly, the only 

information required by a newly installed sensor is the 

logical location of the central management server which 

would enable the host agents to monitor database activities 

and prevent attacks on the system. 

IV.  THE IEEMR MODEL 

1. Inventory all Databases: The first step to effective 

database security in the cloud is to inventory all databases. 

DbProtect’s Database Discovery feature generates a complete 

inventory of all databases deployed cloud-wide. It identifies 

all production, test, and temporary databases, and more 

importantly, any unauthorized databases. 

2. Eliminate Vulnerabilities: Default and weak passwords, 

database misconfigurations, and missing security patches 

provide avenues of attack through standard database security 

to sensitive data. DbProtect’s Vulnerability Management 

provides unparalleled database vulnerability assessment, 

allowing organizations to identify and eliminate 

vulnerabilities and fix misconfigurations that put their 

sensitive data at risk. Vulnerability Management is driven by 

a powerful policy development engine that begins with 

proven database security templates. DbProtect’s policy 

development is fed by the Knowledgebase, the most 

comprehensive and up-to-date vulnerability and threat 

knowledge base in the industry. Each check in the 

Knowledgebase provides clear and detailed remediation 

instructions to insure that the vulnerabilities exposing 

sensitive data are fixed in a timely manner. DbProtect’s Risk 

Analysis maps vulnerabilities to risk level and business 

impact. This helps organizations and Cloud providers to 

prioritize their remediation plans and ensure the most serious 

threats to sensitive data are addressed quickly.  

3. Enforce least privileges: Over time, users accumulate 

more privileges than they need to do the job. This can lead to 

Segregation of Duties (SoD) violations that enable insiders to 

make fraudulent changes or steal sensitive data. DbProtect’s 

Rights Management provides a detailed view of an 

organization’s data ownership, access controls, and rights to 

sensitive information. Rights Management enables the 

organization to enforce the Principle of Least Privileges – 

grant only the privileges that users need to do their jobs. It 

allows organizations to restrict database access to a business 

need to know basis and militate against shared accounts. 

Rights Management also provides an audit trail on how 

privileges were granted, to help prevent against future 

privilege escalation. Backed by the Knowledgebase, 

DbProtect’s DAM reduces risk and offers best-in-class data 

protection and reporting. 

4. Monitor for deviations: Organizations and Cloud 

providers should track and monitor access to sensitive data 

and to regularly test database security processes. DbProtect’s 

Database Activity Monitoring (DAM) helps secure sensitive 

data in the cloud by: 

 Validating remediated vulnerabilities. 

 Monitoring unremediated vulnerabilities to ensure 

they are not being exploited. 

 Monitoring privileged user activity to ensure they are 

not engaged in any unauthorized behavior. 

 Monitoring for any new avenues of attack. 

DBProtect unique approach to Database Activity 

Monitoring (DAM) is precision monitoring. Precision 

monitoring employs DbProtect’s powerful policy 

development engine to streamline monitoring operations to 

focus on any suspicious activity threatening sensitive data. 

DbProtect’s precision DAM solution can be customized to a 

fine level of granularity – a specific activity, performed by a 

specific user, accessing specific data, in a specific database. 

5. Respond to suspicious behavior: Active Response 

provides an additional layer of protection around sensitive 

data in the cloud. Active Response can be configured to take 

action when an unauthorized and suspicious database 

activity is detected. Active Response can be customized to a 

fine level of granularity – a specific activity, performed by a 

specific user, accessing specific data, in a specific database. 

Example: A user with excessive privileges attempts 

unauthorized access to sensitive data. Active Response can: 

 Send an alert to IT Security to prompt further 

investigation. 

 Terminate the user session to immediately stop the 

unauthorized access. 

 Lockout the user’s account to prevent further 

attempts to access the cardholder data. 

Incorporating a comprehensive and disciplined program 

of database security process control and managing these five 

basic steps will help organizations and cloud providers to 

partner. 

V.  DEPLOYMENT 

One of the best ways to ensure confidentiality of sensitive 

data in the cloud environment is to use encryption for data in 

transit as well as data at rest. Encryption support for data in 

transit is offered by nearly all cloud database providers (using 

TLS/SSL for transfer of data) but very few offer encryption 

options for data at rest. 

Cloud service providers’ main business idea is based on 

efficient resource utilization by a group of consumers. That is 

to say, the more customers utilize the same physical 

resources the more profit the service providers gain. This 

business model plays an important role for cloud service 

providers as to whether offer encryptions services or not. 

Encryption, being a processor intensive process, lowers the 

total amount of customers per resource and increases overall 

costs. Therefore, most cloud providers offer only partial 

encryption on a few database fields, such as passwords and 

account numbers. Although some providers do offer full 

database encryption options, but that increases the cost so 

much that hosting databases in the cloud becomes more 

expensive than having internal hosting. Alternatives to full 

database encryption are offered by some providers that have 
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less impact on the system’s performance but it uses an 

ineffective technique that can be easily bypassed. 

VI. CONCLUSION 

Data sensitivity is a major concern for every user since it 

can be confidential or private data. The cloud service 

provider providing Database-as-a-Service has the sole 

responsibility of protecting the data but ultimately the user 

has the prime responsibility of protecting its data. The 

present model has many benefits of providing a firewall 

between the sensitive data and the public users in the cloud. 

The proposed IEEMR model improvises the security protocol 

of the data in the cloud. The present challenges faced are 

classified in a broader dimension and addressing for a 

solution to all of them is a difficult scenario. 

Public cloud provides access to all the users that a re using 

the services of the cloud. Integrating and tightening the 

security of the data in the database provides many challenges 

such as authentication, communication among virtual 

machines where there is a central database. Another 

important approach followed by the IEEMR model is to 

provide selective access rights for all the users in the cloud. 

Data sensitivity 
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